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Abstract

The growing sophistication of cybercrime networks operating within the Dark Web has necessitated the development of automated threat
intelligence (TI) systems. This paper proposes a Natural Language Processing (NLP)-based framework for extracting, analyzing, and classifying
threat indicators from unstructured text within Dark Web forums, marketplaces, and hidden services. We explore various NLP techniques
including Named Entity Recognition (NER), topic modeling, and sentiment analysis to assess and profile potential cyber threats. A comparative
analysis of foundational methods in NLP and threat detection is included. Results highlight the potential of combining unsupervised learning

with deep NLP techniques to improve threat signal extraction and reduce false positives.
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