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Abstract
Many of us use the Internet on a daily basis for purposes ranging from accessing information to electronic commerce and e-banking to
interactions with government bodies. This requires that transactions are securely authenticated, and that we protect privacy by not revealing more
about ourselves than necessary. Anonymous credentials promise to address both of these seemingly opposing requirements at the same time.
Anonymous authentication can give users the ability to misbehave since there is no fear of retribution. To tackle such misbehaving users several
schemes have been proposed that strike different tradeoffs between privacy and accountability. In this paper, we significantly make an attempt
to generalize the basic form of revocation amounting to “revoke anybody on the blacklist” immediately through our proposed scheme. Depending
on the type of misbehaving action we also consider revocation based on the threshold value of number of negative credits of a user.
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